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OPEN LETTER TO ALL STATE AND COUNTY ELECTION PERSONNEL
Concerning critical threats to the upcoming 2024 November Election

Afewweeks ago, computer systems worldwide running various versions of the Microsoft Windows operating
system were made inoperative because of a software driver patch installed by one of the thid parties who supply.
drivers for those operating systems. Criical systems were rendered completely inaccessible, and the outage
created damage to companies and individuals which took days, and sometimes weeks, o repar.

Asyou know, the vast majority of Election Management Systems used in the United States use Microsoft Windows.
as their operating system. Election servers, workstations, clients, and voter registration systems are dangerously
susceptible to any future event similar to the one which just occurred. Should an outage event be repeated in the
days before or fter election day, it could prevent the election from ever being decided.

The consequences to our entire nation would be devastating and without precedent,

Therefore, | beseech all counties in the United States to immediately prepare and train for the possibiliy that the.
election of November 57 will have to be conducted without computers. The specific steps necessary to prepare for
this event are as follows:

. Counties which use paperless Ballot Marking Devices must ascertain that sufficient certified paper ballots.
wil be available on election day should those devices or central counting computers become unavailable.

2. Sufficient County personnel must be trained to hand count the paper ballots completed by voters on
Election Day, as well as any absentee or early ballots which remain uncounted on Election Day.

3. Counties and Secretary of State offices must create and test a plan to transmit the election results without
the use of computers. This plan willinclude the physical transit of tally results from the county to the SoS
office, with all chain of custody and observation laws observed.

4. Paper records of all poll books containing the identity of Lawful voters must be generated and these records
then provided to each polling location i advance of Election Day. In the event they are used, the
convenience of allowing voters to cast theirelection day votes anywhere but their assigned polling location
must be suspended should these paper poll records need to be used.

5. Based upon the above each county must do an analysis to determine what additional workers will need to
be trained and on-call should they be needed, and then take necessary steps to procure and train those
additional workers.

To ensure that no technological catastrophe akin to the recent event stands in the way of executing  successiul
and fair election, pleass strongly consider creating your plan now.

Ifyou have any questions o need assistance with any of these contingency plans, please do not hesitate to reach
outto me via email at eff.ODonnell@orotonmail.com. | can refer you o experts in streamlined hand counting
procedures and other aspects of the above preparation plan.

Respectiuly,

Jefirey O'Donnell
Computer Systems Expert




